
 

 

 
 
About JCC Spam Firewall 
 
JCC Spam FireWall is a service provided by JCC to help filter out unwanted emails.  JCC 
Spam Firewall uses a set of algorithms to determine if a message could potentially be spam.  
If JCC Spam Firewall suspects a message to be spam, it places it into a quarantine folder.  A 
user can then sort the messages to determine which messages they want delivered to their 
Groupware Inbox, which messages to Whitelist, which messages to Blacklist, which 
messages to delete, and which messages to ignore. 
 
 
Getting Started 
 
JCC Spam Firewall Basics 
By default, the spam firewall sends a message daily to your Groupware Inbox, notifying you 
of any suspected spam you’ve received.  This email contains a summary of how many 
messages you’ve received and will provide a link to your Quarantine Inbox at the bottom of 
the email.  Click on this link.  Your Quarantine Inbox contains all the messages it has 
classified as potential spam.  Messages will automatically be deleted from your 
Quarantine Inbox after fourteen (14) days.  You can organize your quarantined messages 
by using the Inbox Filter. 
 

 
 
Note: You must access your JCC Spam Firewall by going to the Summary message in your 
Groupware Inbox and clicking the link at the bottom.
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The Quarantine Inbox Filter lets you view a list of messages that meet a certain criteria.  To 
filter your messages, just select the terms you wish to filter by, type in the keyword pattern, 
and then click “Apply Filter”.  To narrow your search, you can also further define the filter 
by inserting other lines to the query. 
 

 

 
 
To simply deliver or delete certain messages, check the box to the left of the message(s) and 
then click either “Deliver” or “Delete”. 
 

 
 
If you want messages from a certain address or domain to be sent straight to your Groupware 
Inbox and not be quarantined, simply add the message(s) to your Whitelist.  To do this, select 
the messages that you wish to add to your Whitelist, and then click “Whitelist”. 
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JCC Spam Firewall will not catch every message that one might consider to be spam.  
However, the firewall can “learn” what you classify as “spam” and “not spam” by using a 
special Bayesian process that recognizes patterns in your classifications, and will try to sort 
your mail for you.  To assist with this process, you must classify messages as spam or not.  
To classify messages as “Spam” simply check the messages you want to classify as spam and 
then click the “Classify as Spam” button.  To classify messages that are not spam, simply 
check the messages you wish to classify, and then click the “Classify as Not Spam”.  This 
Bayesian process is not effective until at least 200 messages have been classified as “Not 
Spam” and another 200 as “Spam”. 
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If messages from a certain address or domain are repeatedly clogging up your Quarantine 
Inbox and you are tired of continually having to manage them, you may add that address to 
your Blacklist.  The Blacklist will automatically delete any message sent to you from 
addresses on the list.  Also, the messages will not appear in the Quarantine Summary email.  
To add an address to the Blacklist, click on the Preferences tab, and then add the 
address/domain to the Blacklist.   
 
Note: Spoofed addresses seem to come from the same address, but have a slightly different 
header.  If you add an address/domain to your Blacklist and it keeps appearing in your 
Quarantine Inbox, it is because the header address is different. 
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Spam Firewall Session 
If the Quarantine Inbox is left open for more than twenty minutes, your session may expire.  
To correct this, close out of the page, and then click the link in your Quarantine Summary to 
access the Quarantine Inbox again. 
 


