About JCC Spam Firewall

JCC Spam FireWall is a service provided by JCC to help filter out unwanted emails. JCC
Spam Firewall uses a set of algorithms to determine if a message could potentially be spam.
If JCC Spam Firewall suspects a message to be spam, it places it into a quarantine folder. A
user can then sort the messages to determine which messages they want delivered to their
Groupware Inbox, which messages to Whitelist, which messages to Blacklist, which
messages to delete, and which messages to ignore.

Getting Started

JCC Spam Firewall Basics

By default, the spam firewall sends a message daily to your Groupware Inbox, notifying you
of any suspected spam you’ve received. This email contains a summary of how many
messages you’ve received and will provide a link to your Quarantine Inbox at the bottom of
the email. Click on this link. Your Quarantine Inbox contains all the messages it has
classified as potential spam. Messages will automatically be deleted from your
Quarantine Inbox after fourteen (14) days. You can organize your quarantined messages
by using the Inbox Filter.
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Account: FinkRyanD@jccmi.edu
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| Message:
This is your quarantine summary from the JCC Spam Firewall 2. Time Received From Subject
. . . 02/08/07 15:36:36 "DLFink" «dsrekSacd.net> Sunday Skit for Scout Sunday
You have 13 messages in your spam quarantine inbox, 02/08/07 15:01:20 "Pater IV Elam” <dizzydavil@dbzmi More Spam for you
02/08/07 15:01:02 "Pater IV Elam” <dizzydavil@dbzms More Spam for you
« Click on the Deliver link to have a message delivered to your ORIORIVEE G124, Fauicn /=sru-cmaliefine] Kytsios ARma Fiak s Cosld Naak D)
mailbox 0Z/08/07 12:19:06 “Peter I'\V Elsm” =dizzrydevil@dbzmz hey

02/08/07 12:07:21 Toby Mantgomery <tobiusS3@Eyaha Fwdi Costa Rica Land- Find Out More

02/08/07 12:05:09 Toby Montgomery <tabiusS3@yaho Fwd: Crest Whitestrips ® Sample for Yo
02/08/07 12:04:03 Toby Mantgomary <tobius53@yaho Fwd: You've received a $500 Victoria's !
02/08/07 12:01:47 Toby Montgomery <tobiusS3@yaho Fwd: You learn which managers have re

Click on the Whitelist link to have a message delivered to your
mailbox and whitelist the sender so that his/her messages will no
longer be quarantined.

+ Click the Delete link to have the message deleted from your 02/08/07 12:00:38 Toby blusS3@yaho Fwd: ch meds..
quarantine. 0Z/08/07 08:11:32 "Peter IV Elam™ =dizzydevil@dbzmz Fw: Buy Rolex! Rolex is now cheap yv4
2/08/ 16:43:21 blach 1 m Fwd: Proof That The World Is Nuts

02/06/07 16:38:44 Ryan Fink <rfl0us@yshoo.com>  Fwd: Re: [adinuyasha] OT...Death Note
Message:
Time Received From Subject I

. To view your entire quarantine inbox or manage your preferences, click
02/08/07 15:36:36 "DLFink" <dsrek@acd.net> Sunday Skit for Scout Sunday

02/08/07 15:01:20 "Peter IV Elam”™ <dizzydevil@dbzmz More Spam for you here.

02/08/07 15:01:02 "Peter IV Elam” <dizzydevilEdbzma More Spam for you
02/08/07 14:09:24 "Reunicn.com” <weskly@ralay05.re 1 "Ryan Fink” Search — Could That Be Y Spam/Virus Protection By Qmm

02/08/07 12:19:06 "Pater [V Elam™ <dizzydevilFdbzmi hey & 3
ATIABIAT 1A Tak Manteamen: Stahio-E3 8 b Cods Fackba Bira | ande Cind Mok o
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Note: You must access your JCC Spam Firewall by going to the Summary message in your
Groupware Inbox and clicking the link at the bottom.
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The Quarantine Inbox Filter lets you view a list of messages that meet a certain criteria. To
filter your messages, just select the terms you wish to filter by, type in the keyword pattern,
and then click “Apply Filter”. To narrow your search, you can also further define the filter
by inserting other lines to the query.

Quarantine Inbox

Quarantine Inbox Page:1 of 1

!rI_S _V_: Filter: “From" contains: _‘-;-épattem: [ I Apply Filter r
Quarantine Inbox

Quarantine Inbox Page:1 of 1
T-IS :_I Filter:| "From” contains: ¥ | Pattern:| Apply Filter
OR v Filter: | Subject contains: ‘Pattern: | E]

To simply deliver or delete certain messages, check the box to the left of the message(s) and
then click either “Deliver” or “Delete”.

02/08/2007 15:01

t Message Log Count:9
_ whitelist ][ Whitelist/Not Spam I. Delete !I [ Classify as Spam ][ Classify as Not Spam ]

[[] Time Received From Subject Actions

D 02/08/07 15:01:20 "Peter IV Elam" <dizzydevil@dbzmz More Spam for you Deliver Whitelist Delate
[] 02/08/07 15:01:02 "Peter IV Elam" <dizzydevil@dbzmz More Spam for you Deliver Whitelist Dalsts
02/08/07 12:19:06 "Peter IV Elam" <dizzydevil@dbzmz hey Deliver whitelist Delste
[[] 02/08/07 12:07:21 Toby Montgomery <tobiusS3@yaho Fwd: Costa Rica Land- Find Out More Deliver Whitelist Dalsts
D 02/08/07 12:05:09 Toby Montgomery <tobius53@yaho Fwd: Crest Whitestrips ® Sample for You Deliver Whitelist Delste

[[] 02/08/07 12:04:03 Toby Montgomeary <tobius53@yaho Fwd: You've received a $500 Victoria's Secret® GiftCar Deliver Whitelist Dalate

D 02/08/07 12:01:47 Toby Montgomery <tobius53@yaho Fwd: You learn which gers have real leadership sk Deliver Whitelist Delste
[[] 02/08/07 12:00:38 Toby Montgomery <tobiusS3@yaho Fwd: cheapest meds.. wpjvrkcojeriankgfes! Deliver Whitelist Delate
D 02/08/07 08:11:32 "Peter IV Elam” <dizzydevil@dbzmz Fw: Buy Rolex! Rolex is now cheap yv4 Deliver Whitelist Delste

If you want messages from a certain address or domain to be sent straight to your Groupware
Inbox and not be quarantined, simply add the message(s) to your Whitelist. To do this, select
the messages that you wish to add to your Whitelist, and then click “Whitelist”.
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Current Message Log Count:28
M Whitelist/Not Spam ][ Dilel:e] [ Classify as Spam ][ Classify as Not Spam ]
[] Time Received From Subject Actions
[[] 04/23/07 17:43:17 "finaid" <finzid@jhmi.edu> employment is profitable Dk Deliver Whitelist Dslsts
D 04/23/07 11:03:40 "Chase Onling" <service@chasse.c New Notification ! Daliver whitelist Delsts
EI 04/22/07 07:05:27 "giurgea Parvizinen" <giurgea@anw Market huge report. Deliver Whitelist Delsts
[[] 04/22/07 06:46:55 "Francisco Parzotham” <Francisco_Immense gains in germany. Deliver Whitslist Dalats
[[] 04/21/07 09:37:46 "Margary” <ywxwi@kingwoodcable.r prevalent Deliver Whitslist Dslsts
D 04/21/07 03:45:02 " " <""@missoulawsb.com> minutes worst Deliver Whitelist Delsts
04/20/07 09:29:17 "DLFink" <csrek@cablespeed.com> FYI-games reserved Deliver whitelist Delste
[:] 04/20/07 04:08:50 "Vinson" <wpc@city.kanzzawa.ishik The underlying principles could be easily applied to pick Deliver Whitslist Delate
[[] o4/20/07 02:56:31 "Olia" <andy@wmorgan.com> dear, u are very nice Deliver Whitelist Dslsts

JCC Spam Firewall will not catch every message that one might consider to be spam.
However, the firewall can “learn” what you classify as “spam” and “not spam” by using a
special Bayesian process that recognizes patterns in your classifications, and will try to sort
your mail for you. To assist with this process, you must classify messages as spam or not.
To classify messages as “Spam” simply check the messages you want to classify as spam and
then click the “Classify as Spam” button. To classify messages that are not spam, simply
check the messages you wish to classify, and then click the “Classify as Not Spam”. This
Bayesian process is not effective until at least 200 messages have been classified as “Not
Spam” and another 200 as “Spam”.
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Current Message Log Count:9 .
[ Deliver _][ Whitelist ][ Whitelist/Not Spam ][ Delets ] II Classify as Spam Classify as Not Spam ]
[] Time Received From Subject Actions
|:| 02/08/07 15:01:20 "Peter IV Elam" <dizzydevil@dbzmz More Spam for you Deliver Whitelist Delate
D 02/08/07 15:01:02 "Peter IV Elam" <dizzydevil@dbzmz More Spam for you Deliver Whitelist Delste
[[] 02/08/07 12:19:06 "Pater IV Elam" <dizzydevil@dbzmz hey Deliver Whitelist Dalsts
02/08/07 12:07:21 Toby Montgomery <tobius53@yaho Fwd: Costa Rica Land- Find Out More Deliver Whitelist Delste
02/08/07 12:05:09 Toby Montgomery <tobius53@yaho Fwd: Crest Whitestrips ® Sample for You Deliver Whitelist Dalste
02/08/07 12:04:03 Toby Montgomery <tobius53@yaho Fwd: You've received a $500 Victoria's Secret® GiftCar Deliver Whitelist Delete
D 02/08/07 12:01:47 Toby Montgomery <tobius53@yaho Fwd: You learn which gers have real leadership sk Deliver Whitelist Delste
02/08/07 12:00:38 Toby Montgomery <tobius53@yaho Fwd: cheapest meds.. wpjvrkcojeriankgfesl Deliver Whitelist Delats
02/08/07 08:11:32 "Peter IV Elam"” <dizzydevil@dbzmz Fw: Buy Rolex! Rolex is now cheap yv4 Deliver Whitelist Delate

Current Message Log Count:11

[ Deliver ][ Whitelist ][ whitelist/Not Spam ][ De!ete] [ Classify as Spam

[[] Time Received From Subject Actions

02/08/07 15:36:36 "DLFink" <dsrek@acd.net> Sunday Skit for Scout Sunday Deliver Whitelist Dalste
E] 02/08/07 15:01:20 "Peter IV Elam" <dizzydevil@dbzmz More Spam for you Deliver Whitelist Delets
D 02/08/07 15:01:02 "Peter IV Elam” <dizzydevil@dbzm: More Spam for you Deliver Whitelist Delets
02/08/07 14:09:24 "Reunion.com” <weekly@relay05.re 1 "Ryan Fink" Search — Could That Be You? Deliver wWhitelist Delate
D 02/08/07 12:19:06 "Peter IV Elam" <dizzydevil@dbzm: hey Deliver Whitelist Delsts
D 02/08/07 12:07:21 Toby Montgomery <tobiusS3@yaho Fwd: Costa Rica Land- Find Out More Deliver Whitelist Delate
[[] 02/08/07 12:05:0% Toby Montgomery <tobius53@yaho Fwd: Crest Whitestrips ® Sample for You Deliver Whitelist Dalsts

D 02/08/07 12:04:03 Toby Montgomery <tobius53@yaho Fwd: You've received a $500 Victoria's Secret® GiftCar Deliver Whitelist Delste

E] 02/08/07 12:01:47 Toby Montgomery <tobius53@yaho Fwd: You learn which managers have real leadership sk Deliver Whitelist Dalsts

[] 02/08/07 12:00:38 Toby Montgomery <tobius53@yaho Fwd: cheapest meds.. wpjvrkcojeriankgfesl Deliver Whitelist Dalats

D 02/08/07 08:11:32 "Peter IV Elam” <dizzydevil@dbzmz Fw: Buy Rolex! Rolex is now cheap yv4 Deliver Whitelist Delats

If messages from a certain address or domain are repeatedly clogging up your Quarantine
Inbox and you are tired of continually having to manage them, you may add that address to
your Blacklist. The Blacklist will automatically delete any message sent to you from
addresses on the list. Also, the messages will not appear in the Quarantine Summary email.
To add an address to the Blacklist, click on the Preferences tab, and then add the
address/domain to the Blacklist.

Note: Spoofed addresses seem to come from the same address, but have a slightly different
header. If you add an address/domain to your Blacklist and it keeps appearing in your
Quarantine Inbox, it is because the header address is different.

Log Off
finkryand@jccmi.edu
irewall QUARANTINE INBOX PREFERENCES English b

Quarantine Inbox

Quarantine Inbox Page:1 of 1

IS v |Filter:| None '1:Pattem:| | Apply Filter |
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Blocked Email Addresses and Domains (Blacklist)
Email Address
Email sent from addresses entered
3 here will always be blocked.
paypal Jii]

Spam Firewall Session

If the Quarantine Inbox is left open for more than twenty minutes, your session may expire.
To correct this, close out of the page, and then click the link in your Quarantine Summary to
access the Quarantine Inbox again.



