JCC OFFICIAL COURSE OUTLINE

Course number, title and credits; total time allocation

	Course Number
	CNS 141
	Credits
	3
	Title
	Wireless Networking

	Lecture/Discussion
	48
	hrs/semester
	
	Lab
	     
	hrs/semester
	
	Clinical
	     
	hrs/semester


Catalog description and Pre- and Co-requisites (Same as taxonomy and catalog)
Introduces the basic concepts of wireless networking. Students will work with various types of equipment needed to set up and maintain local wireless networks of various sizes. Considerable emphasis will be placed on how to secure access to and the information that travels across wireless networks.
Pre-requisite: CNS 101
Knowledge, skills and abilities Students Acquire from this Course (Educational Objectives)
	Describe how IEEE 802.11 networks work

Select appropriate wireless equipment to meet the business’ needs
Set up security on the wireless devices
Set up and configure network services to support security

Perform a site survey

Monitor and analyze wireless traffic


Associate Degree Outcomes Addressed in this Course (These must appear in course syllabus)

	ADO 7 Critical Thinking


Units/topics of Instruction

	Introduction to wireless networks
CSMA\CA

IEEE 802.11 specifications

Antennas

Authentication with IEEE 802.1X

RADIUS

Wireless Access Points and Service Sets

Site surveys

Wireless security threats

Securing wireless transmissions

Protocol analysis of wireless traffic



Instructional Techniques and Procedures,

	Lecture, online labs,simulations and discussion


Instructional Use of Computer or Other Technology

	Students will do almost all of their work on computers 


Instructional Materials and Costs to Students

	Textbooks and minimum 160 GB portable USB hard drive 


Skills and abilities students should bring to the course
	
	 FORMCHECKBOX 

	a limited amount of material
	
	x
	basic, pre-algebraic problems

	Able to read
	 FORMCHECKBOX 

	an average amount of material
	Able to compute
	 FORMCHECKBOX 

	simple algebraic problems

	
	x
	an above average amount of material
	
	 FORMCHECKBOX 

	higher order mathematical problems

	
	 FORMCHECKBOX 

	relatively easy material
	
	x
	short compositions

	Able to read
	 FORMCHECKBOX 

	moderately difficult material
	Able to write
	 FORMCHECKBOX 

	medium length compositions

	
	x
	technical or sophisticated material
	
	 FORMCHECKBOX 

	lengthy compositions

	
	x
	keyboard skills/familiar with computer
	
	 FORMCHECKBOX 

	

	Able to use
	x
	computer application
	Other necessary
	x
	Medium average computer skills

	technology
	x
	web navigation
	abilities
	 FORMCHECKBOX 

	


The course is usually scheduled
	Day:
	
	Fall
	
	Winter
	
	Spring

	
	
	
	
	
	
	

	Evening:
	
	Fall
	x
	Winter
	 FORMCHECKBOX 

	Spring
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