JCC OFFICIAL COURSE OUTLINE

Course number, title and credits; total time allocation

	Course Number
	CNS 221
	Credits
	3
	Title
	Securing Microsoft Networks

	Lecture/Discussion
	48
	hrs/semester
	
	Lab
	     
	hrs/semester
	
	Clinical
	     
	hrs/semester


Catalog description and Pre- and Co-requisites (Same as taxonomy and catalog)
	This course will cover how to protect your Windows® based clients, server roles, networks, and Internet services. Students learn how to plan and implement comprehensive security with special emphasis on new Windows security tools, security objects, security services, user authentication and access control, network security, application security, Windows Firewall, Active Directory® security, group policy, auditing, and patch management.
Pre-requisite: CNS 125


Knowledge, skills and abilities Students Acquire from this Course (Educational Objectives)
	Plan and implement authentication

Configure and deploy security templates

Harden servers for specific roles

Plan and implement an update and patch management strategy

Install and configure a certificate services infrastructure

Plan and deploy IPSec

Secure remote access

Manage User Account Control settings

Configure advanced settings with Windows Firewall

Secure applications running on the network


Associate Degree Outcomes Addressed in this Course (These must appear in course syllabus)

	ADO 9 Work productively with others, recognizing individual contributions to group success


Units/topics of Instruction

	Windows authentication
TCP/IP protocols

Firewall concepts

Group Policy and Active Directory
Public Key Infrastructure 
Windows vulnerabilities

Access control

User Account Control

IPSec

Hardening system concepts



Instructional Techniques and Procedures,

	Lecture, online labs, simulations, group projects and discussion


Instructional Use of Computer or Other Technology

	Students will do almost all of their work on computers 


Instructional Materials and Costs to Students

	Textbooks and minimum 160 GB portable USB hard drive 


Skills and abilities students should bring to the course
	
	 FORMCHECKBOX 

	a limited amount of material
	
	x
	basic, pre-algebraic problems

	Able to read
	 FORMCHECKBOX 

	an average amount of material
	Able to compute
	 FORMCHECKBOX 

	simple algebraic problems

	
	x
	an above average amount of material
	
	 FORMCHECKBOX 

	higher order mathematical problems

	
	 FORMCHECKBOX 

	relatively easy material
	
	x
	short compositions

	Able to read
	 FORMCHECKBOX 

	moderately difficult material
	Able to write
	 FORMCHECKBOX 

	medium length compositions

	
	x
	technical or sophisticated material
	
	 FORMCHECKBOX 

	lengthy compositions

	
	x
	keyboard skills/familiar with computer
	
	 FORMCHECKBOX 

	

	Able to use
	x
	computer application
	Other necessary
	x
	Medium average computer skills

	technology
	x
	web navigation
	abilities
	 FORMCHECKBOX 

	


The course is usually scheduled
	Day:
	
	Fall
	
	Winter
	
	Spring

	
	
	
	
	
	
	

	Evening:
	x
	Fall
	
	Winter
	
	Spring


	Prepared by  Larry Choate
	
	Date   10/25/08
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	Date        
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