JCC OFFICIAL COURSE OUTLINE
Course number, title and credits; total time allocation
	Course Number
	CNS235
	
	Credits
	3
	Title
	Packet Analysis and Network Forensics

	
	
	
	
	
	
	

	Lecture/Discussion
	45 
	
	hrs/semester
	
	Lab
	
	hrs/semester
	
	Clinical
	
	hrs/semester


Catalog Description and Pre- and Co-requisites (Same as taxonomy and catalog)

Co-requisite CNS231

Students utilize common packet sniffing tools, intrusion detection tools and packet analysis tools to determine if malicious activity is occurring on a network. They learn details about how network protocols can be abused by hackers. They find how network connection logging provides a valuable source of evidence.
. 
Knowledge, Skills and Abilities Students Acquire from this Course (Educational Objectives)

· Learn how the common protocols of TCP/IP are abused by hackers

· How to use tcpdump and Wireshark to capture packets and build packet filters

· Set up a web proxy server and collect evidence from it

· Set up an intrusion detection system and write rules to detect malicious traffic

· What are the goals of a forensic investigation

· How to set up network connection logging (NetFlow)

· How to analyze and interpret the data provided by NetFlow

· How to use syslogs, event logs, firewall logs, web server logs and intrusion detection logs

Associate Degree Outcomes Addressed in this Course  (These must appear in course syllabus.)

ADO 9 Work productively with others, recognizing individual contributions to group success
Units/topics of Instruction
· Networking overview

· Infrastructure monitoring

· Packet analysis

· Intrusion detection systems

· Lifecycle of a vulnerability

· Proactive intrusion prvention and response

· Traffic analysis

· Network flows and anomaly detection

· Event log aggregation, correlation and analysis

· Web application firewalls

· Wireless IDS/IPS

· Physical intrusion detection for IT

Instructional Techniques and Procedures
Lecture, demonstration and hands-on labs and projects.
Instructional Use of Computer or Other Technology

Required

Instructional Materials and Costs to Students
TBD

Skills and abilities students should bring to the course
	
	
	a limited amount of material
	
	X
	basic, pre-algebraic problems
	

	Able to read
	X
	an average amount of material
	Able to compute
	
	simple algebraic problems
	

	
	
	an above average amount of material
	
	
	higher order mathematical problems
	

	
	
	
	
	
	
	

	
	
	relatively easy material
	
	x
	short compositions
	

	Able to read
	X
	moderately difficult material
	Able to write
	
	medium length compositions
	

	
	
	technical or sophisticated material
	
	
	lengthy compositions
	

	
	
	
	
	
	

	
	x
	keyboard skills/familiar with computer
	
	X
	Mechanical apptitude
	

	Able to use
	x
	computer application
	Other necessary 
	X
	Observation skills
	

	 technology
	x
	web navigation
	 abilities
	
	Awareness of surroundings
	

	
	
	
	
	
	
	


The course is usually scheduled
	Day:
	
	Fall
	
	Winter
	
	Spring

	
	
	
	
	
	
	

	Evening:
	
	Fall
	X
	Winter
	X
	Spring


	Prepared by _________________________________________________________
	
	Date  __________________________________

	Approved by Dept.  ___________________________________________________
	
	Date  __________________________________

	Approved by Dean  ___________________________________________________
	
	Date  __________________________________

	Approved by Curr. Comm.  _____________________________________________
	
	Date  __________________________________


    (Last names, please)




Form Revised 1/2/01

